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National Academic Reference Standards (NARS) For Computing and Information

Table 1: Indicative curricula content by subject area [9]

Subject Area Abbreviation | Tolerance % % |C_:Ired|t
ours
A ayn = -
Hu_manltles, _ ethical and Social H \\\ op -
Sciences (Univ. Req.)
B | Mathematics and Basic Sciences M 16-18 16.67 24
C rBezs;c Computing Sciences (institution B 26-28 2708 39
D Appll_ed_ _ Computing Sciences A 28-30 S 05 e
(specialisation)
E | Training T 3-5 2.08 3
F | Projects P 3-5 4.17 6
G | Optional (Institution character- i
identifying subjects) = e 12.50 18
Total 100 100 % 144
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Computer Science CS Culall agle
Information Systems IS Glaglaal) alas
Information Technology IT Gilagleall Liagleis
Mathematics & Physics BS elydlly luzmly)ll
Humanities HU ol
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* Computer Science Curricula 2013 Curriculum Guidelines for Undergraduate Degree Programs

in Computer Science December 20, 2013. The Joint Task Force on Computing Curricula

Association for Computing Machinery (ACM) IEEE Computer Society
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Code Sub-Majors Code Sub-Majors
0 Computational Science 1 Algorithms and Complexity
2 Architecture and Organization 3 Pervasive and Ubiquitous Computing
4 Programming Languages 5 Quality Assurance and Security
6 Artificial Intelligence 7 Software Engineering
8 Optimization Algorithms 9 Projects and New Trends

clagleal) aiil duejdl) Clawaddl] 2B Y Jsan

Code Sub-Majors Code Sub-Majors
0 Foundations of Information Systems 1 Data and Information Management
2 Data Science 3 Systems Analysis and Design
4 Knowledge Discovery 5 Social and Professional Issues
6 Information Assurance and Security 7 Projects and New Trends

Clagleall Lo gl i€t A jil) clamadal) alB ). ¥ Jgan

Code | Sub—Majors Code | Sub-Majors

0 Information Technology Fundamentals 1 Visual Computing

2 Integrative Programming and Technologies 3 Networking and communication

System Integration, Administration
4 Platform Technologies 5
and Maintenance

6 Projects and New Trends

7 Web Systems and Technologies

8 Graphics Multimedia processing

Ll ly sl aglel) Claads a6 ¢ Jgan

Code Sub-Majors Code Sub-Majors

0 Basic Sciences 1 Languages

2 Social Sciences 3 Business, Management and Economics
4 Legal and Law 5 General Subjects
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(sl clelu 3 + (Glha) clelu 9) sading delu 12 & dalad) cilallaial) (Y1) 3ala
(IT) clagleall Laglsisiy (IS) Clashaal alaig (CS) cuulall agle :Asl) clawads o il jiall aujsi ol A Jgaad) b

(E) dkisl of (R) dgjlia) cufyjiall cils 13) Lo Jgland) o2 gags Las
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Code Course Name Credit cS 1S dl
R|E|R]| E R E
HU111 English Language I. 2 v v v
HU112 English Language II 2 4 v 4
HU232 Technical and Scientific Writing 3 4 v 4
HU133 Computing Economics 2 v v v
HU231 Business Administration 2 v v v
HU241 Computers and Ethics 1 v v v
HU121 Social Context of Computing 1 v v v
HU233 Organizational Behavior 2 v v v
HU122 Intellectual Property 1 v v v
HU132 Interpersonal Communication 2 v v v
HU141 Computer Law 2 v v v
HU142 Privacy and Civil Liberties 2 v v v
HU154 Communication & Negotiation Skills 2 4 v v
Subtotal 9 13|93 9 3
Total 12 12 12
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Code Course Name Credit
BS101 Mathematics | 3
BS102 Mathematics Il 3
BS201 Mathematics I 3
BS203 Probability and Statistics 3
BS112 Physics | 3
BS115 Electronics 3
Csi01 Programming Fundamentals 3
CS102 Programming Language | 3
CS211 Data Structures and Algorithms 3
CS241 Object-Oriented Programming 3
CS322 Operating Systems 3
CS371 Software Engineering 3
1S101 Foundations of Information Systems 3
1S232 Systems Analysis and Design 3
IT251 Data Communications 3
1S212 Databases Management Systems 3
1S324 Data Analysis 3
IT101 Fundamentals of Information Technology 3
IT102 Digital logic and design 3
IT271 Web Programming 3
IT332 Computer Networks 3
IT381 Computer Graphics 3

(©lebu V) 4dS ciludlaia — 4 Lad) cfy jia .7 g

AL @y jRal) (e pdaiee Glelu 1 Gllal) UA

Code Course Name Credit

CS242 Programming Language 11 3
IT257 Digital Signal Processing 3
CS232 Discrete Structures 3
Cs321 Computer Architecture 3
Cs341 Visual Programming 3
CS348 Assembly Language 3
CS302 Simulation and Modeling 3
CS245 Operation Research 3
IT345 Internet Applications 3
MA202 Mathematics IV 3
CS398 Numerical Analysis and optimization 3
1S211 File Organization 3
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Code Course Name Credit
CS311 Algorithms Design and Analysis 3
o CS461 Machine learning 3
0 S IT313 Image Processing 3
== Cs431 Parallel Processing 3
§ g 1S418 Information Storage and Retrieval 3
< [Cs361 Avrtificial Intelligence 3
CS453 Software Testing and Quality Assurance 3
Subtotal 21
CS463 Intelligent Systems 3
CS333 Embedded Systems 3
CS442 Programming Language Design 3
CS493 Human Computer Interfaces 3
CS464 Advanced Knowledge Representation and Reasoning 3
m CS466 Computational Biology 3
@ CS467 Theory of Computation 3
g- CS468 Multi-Agent Systems 3
0 CS432 Compiler Construction 3
g Cs481 Metaheuristic Algorithms 3
3 CS491 Selected topics in CS (1) 3
* CS492 Selected topics in CS (2) 3
CS332 Automata and Language Theory 3
CS362 Artificial Neural networks 3
CS494 Agile software projects 3
CS462 Natural language processing 3
CS469 Intelligent signal processing 3
Subtotal 30
Total 51
La gLl e (10) 22e Qllal) s, *
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Code Course Name Credit
1S311 Geographical Information Systems 3
o 1S332 IS Strategy, Management and Acquisition 3
O35 | IS344 Data Mining 3
SE 1S412 Distributed and Object Databases 3
§ g 15415 Database Administration 3
2 1S431 Decision Support Systems 3
1S418 Information Storage and Retrieval 3
Subtotal 21
1S439 E-commerce technology 3
1S371 Advanced Project Management 3
1S343 Data Modeling 3
1S316 Transaction Processing 3
1S413 Web Information Systems 3
" 1S417 Multimedia Databases 3
g 1S442 Intelligent Information Systems 3
2 1S452 Social networks: Technology and Society 3
& 1S451 Social Information Systems 3
g 15422 Data Warehousing 3
Q 1S419 Cloud Database 3
@ 1S317 Management Information Systems 3
1S423 Big Data Analysis 3
1S424 Business Intelligence 3
1S446 Internet Information Systems 3
1S474 Selected topics in IS (1) 3
1S475 Selected topics in IS (2) 3
Subtotal 30
Total 51
L (glal e (10 ) 2o ) jlay *
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Code Course Name Credit
IT331 Network Security 3
g 1T385 Multimedia Processing 3
2 IT313 Image Processing 3
3 IT431 Wireless and Mobile networks 3
Zﬁ IT451 Network Analysis and Design 3
% 1T482 Pattern recognition 3
® 1S418 Information Storage and Retrieval 3
Subtotal 21
T334 Micro Computer Applications 3
IT373 Scripting for system administration 3
1S418 Information Storage and Retrieval 3
IT314 Ethical hacking for system administration 3
IT441 Enterprise Architecture 3
1T447 Advanced programming for IT 3
IT455 System Integration 3
1T412 Image Processing |1 3
IT415 Computer Vision 3
IT484 Computer Animation 3
IT433 Network Forensics 3
IT457 Robotics 3
IT316 Virtual Reality 3
IT483 Speech Processing 3
IT401 Selected topics in IT (1) 3
IT402 Selected topics in IT (2) 3
IT471 Web and Mobile development 3
IT485 Games development 3
IT468 Internet of things 3
IT419 Cloud Computing 3
IT469 Intelligent signal processing 3
Subtotal 30
Total 51
L )il e (10 ) 3o Ul s, *
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Code Course Name Credit CS IS IT
15231 Project Management 3 4 v 4
CS491 Graduation Project | 3 v
CS492 Graduation Project Il 3 4
1S473 Graduation Project | 3 v
1S474 Graduation Project 11 3 v
IT461 Graduation Project | 3 4
1T462 Graduation Project |1 3 v
Total 9 9 9

W E TG EPREERSTT



Lial) dnals — cibagleally cilaslal) duls

il cldbiieg ligio (¥1) il
Ja¥) (Ssiual) &, sha
LY Ay DUl aeal Basga Jo¥) sl @) s

(ASlec) ) jiad) co (e LR Asl ¥ + (Glia) Al ¥Y) ISV (ggieaal) g N Y Jsaa

Code Course S Prerequisites | Type TeHa(;:Sigg
Cs101 Programming Fundamentals 3 - v 2 2
CS102 Programming Language | 3 CS101 v 2 2
1S101 Foundations of Information Systems 3 - v 2 2
IT101 Fundamentals of Information Technology 3 - 4 2 2
IT102 Digital logic and design 3 - v 2 1
BS115 Electronics 3 - v 2 2
BS101 Mathematics | 3 - v 2|2
BS102 Mathematics Il 3 BS101 v 2|2
BS112 Physics | 3 - v 2 2
HU111 English Language | 2 - v 2
HU133 Computing Economics 2 - v 2
HU112 English Language I1 2 HU111 v 2
HU121 Social Context of Computing 1 - v |1
HU122 Intellectual Property 1 - vl
HU132 Interpersonal Communication 2 - v |2
HU141 Computer Law 2 - v |2
HU142 Privacy and Civil Liberties 2 - v |2
HU154 Communication & Negotiation Skills 2 — v |2

Subtotal 33| |3
Total 36
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_ N Type Teaching
Code Course Credits Prerequisites Hours
RIE|L|T|P

Cs211 Data Structures and Algorithms 3 Cs241 4 2 2
CS241 Object-Oriented Programming 3 Cs101 4 2 2
IT251 Data Communications 3 - v 2 2
15231 Project Management 3 1S101 4 3
1S232 Systems Analysis and Design 3 - 4 2 2
15212 Databases Management Systems 3 15101 4 2 2
IT271 Web Programming 3 CS102 v 2 2
BS201 Mathematics 111 3 BS102 4 212
BS203 Probability and Statistics 3 BS101 4 212
HU232 | Technical and scientific Writing 3 - v 3
HU231 | Business Administration 2 - V2
HU241 | Computers and Ethics 1 - vl
IT257 Digital Signal Processing 3 - V|2 2
CS232 | Discrete Structures 3 BS101 vi9i2|2
CS242 Programming Language Il 3 Csl101 V|2 2
MA202 | Mathematics IV 3 BS201 vii2]2
HU233 | Organizational Behavior 2 - V|2
1S211 File Organization 3 Csi101 V|2 2
CS245 | Operation Research 3 - V|2 2
Subtotal 30| 6
Total 36
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_ N Type Teaching

Code Course | Credits | Prerequisites Hours

RIEJL]T]P
CS311 | Algorithms Design and Analysis 3 CS241 v 2 2
CS361 | Artificial Intelligence 3 - v 2 2
IT313 | Image Processing 3 - v 2 2
1S324 | Data Analysis 3 - 4 2 2
CS322 | Operating Systems 3 - 4 2 2
CS371 | Software Engineering 3 1S231 4 2 2
IT332 | computer Networks 3 IT251 v 2 2
IT381 | Computer Graphics 3 - 4 2 2
CS302 | Simulation and Modeling 3 - v | 2 2
CS372 gcr);‘(t:\;\i/gge Development and Professional 3 Cs211 v | 2 y
CS321 | Computer Architecture 3 - v | 2 2
IT345 | Internet Applications 3 - vl 2 2
CS333 | Embedded Systems 3 - v |2 2
CS341 | visual Programming 3 CS241 v | 2 2
CS348 | Assembly Language 3 - V|2 2
IS317 | Management Information Systems 3 - vl 2 2
IS344 | Data Mining 3 - v |2 2
IT331 | Network Security 3 IT101 v |2 2
IS371 | Advanced Project Management 3 1S231 v |2 2
CS398 | Numerical Analysis and optimization 3 BS102 vVii2| 2
CS332 | Automata and Language Theory 3 _ v | 2 2
IT377 | Computer security 3 CSs211 v |2 2
IT316 | Virtual reality 3 - v |2 2

Subtotal | 24 | 12
Total 36
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_ N Type Teaching
Code Course Credits Prerequisites Hours
R|E|L|T|P
CS431 | parallel Processing 3 - 4 2 \
CS461 Machine learning 3 CS361 v 2 2
CS453 Software Testing and Quality 3 Cs371 v 5 2
Assurance
CS491 Graduation Project | 3 1S231 4 1 4
CS492 Graduation Project Il 3 CS491 v 1 4
1S418 Information Storage and Retrieval 3 1S101 v 2 2
CS362 Artificial Neural networks 3 CS102 v |2 2
CS463 Intelligent Systems 3 - V|2 2
CS442 Programming Language Design 3 CS101 v |2 2
CS432 Compiler Construction 3 - v |2 2
CS466 Computational Biology 3 - vl 2 2
Cs467 Theory of computation 3 - v |2 2
CS491 | Selected topics in CS (1) 3 - V|2 2
CS492 | Selected topics in CS (2) 3 - v |2 2
IT484 Computer Animation 3 IT381 V|2 2
CS493 | Human computer Interfaces 3 - v |2 2
CS468 Multi-agent Systems 3 - v |2 2
Cs481 Metaheuristic Algorithms 3 - v |2 2
ITA15 | computer Vision 3 - v |2 2
1S439 E-commerce technology - 4
IT451 Network Analysis and Design 3 v
CS464 égg?egz‘i]?aﬁggv;:]?jd%%asoning 3 - V|2 2
IT471 Web and Mobile development 3 . v |2 2
CS494 | Aqile software projects 3 CS371 v | 2 2
IT485 Games development 3 - v |2 2
CS462 | Natural language processing 3 CS361 v | 2 2
1T469 Intelligent signal processing 3 - v |2 2
1S423 Data science 3 - v |2 2
IT468 Internet of things 3 - v |2 2
CS465 | Deep Learning 3 - v |2 2
IT419 | Cloud Computing 3 IT101 v |2 2
Subtotal 18 | 18
Total 36
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_ N Type Teaching
Code Course Credits | Prerequisites Hours
R E|L|T|P
I1S311 Geographical Information Systems - 4 2 2
15332 IS Strategy, Management and Acquisition 3 - 4 2
15344 Data Mining 3 - v 2 2
IS324 | Data Analysis 3 - v 2 2
CS322 | Operating Systems 3 - 4 2 2
IT381 Computer Graphics 3 - 4 2 2
CS371 | Software Engineering 3 1S231 4 2 2
T332 Computer Networks 3 IT251 4 2 2
CS372 | Software Development and Professional Practice 3 CSs211 v 2 2
I1S316 Transaction Processing 3 - v 2 2
IS317 Management Information Systems 3 - v 2 2
1S319 Advanced Database Design 3 1S212 v 2 2
1S321 Advanced Project Management 3 1S231 V|2 2
1S343 Data Modeling 3 - V|2 2
CS302 | Simulation and Modeling 3 - V|2 2
C5348 Assembly Language 3 - v |2 2
CS321 | Computer Architecture 3 - v 2 2
CS341 1 Visual Programming 3 Cs241 v |2 2
IT345 Internet Applications 3 - v 2
CS361 | Attificial Intelligence 3 - V|2 2
CS398 Numerical Analysis and optimization 3 BS102 v | 2|2
Subtotal 24 | 12
Total 36
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_ N Type Teaching
Code Course Credits | Prerequisites Hours
RIE]JL[T]P
15412 g;ggg‘;;id and Object 3 15212 v 2 2
IS415 | Database Administration 3 1S212 v 2 2
15418 'F?gfrgg/ztlion Storage and 3 15101 v 2 2
IS471 | Graduation Project | 3 1S231 v 1 4
I1S472 | Graduation Project Il 3 1S471 v 1 4
IS431 | Decision Support Systems 3 1S101 4 2 2
1S439 | E-commerce technology 3 - v |2 2
IS413 | Web Information Systems 3 - v |2 2
IS417 | Multimedia Databases 3 - v |2 2
CS453 ic;is‘tl\;\r/:rr]ec (;I’estmg and Quality 3 - v |2 2
IS451 | Social Information Systems 3 - v |2 2
IS454 | Selected topics in IS (1) 3 - v |2 2
IS455 | Selected topics in IS (2) 3 - v |2 2
1S452 Social .networks: Technology 3 - v |2 2
and Society
1S442 | Intelligent Information System 3 - vi|2 2
IS422 | Data Warehousing 3 - v |2 2
IS419 | Cloud Database 3 1S212 v |2 2
IS423 | Big Data Analysis 3 1S212 v |2 2
IS424 | Business intelligence 3 1S101 vio|2 2
IS446 | Internet Information System 3 - v |2 2
CS481 | Metaheuristic Algorithms 3 - v |2 2
IT441 | Enterprise Architecture 3 vo|2 2
IT451 | Network Analysis and Design 3 v |2 2
IT484 | Computer Animation 3 - v |2 2
IT468 | Internet of things 3 v |2 2
CS465 | Deep Learning 3 v |2 2
IT419 | Cloud Computing 3 IT101 v |2 2
Subtotal 18 | 18
Total 36
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_ N Type Teaching
Code Course Credits | Prerequisites Hours
R|IE|L|T|P
IT311 Network Security 3 IT101 v 2 2
IT385 Multimedia Processing 3 - v 2 2
IT313 | Image Processing 3 - v 2 2
IT332 | Computer Networks 3 IT251 v 2 2
IT381 | Computer Graphics 3 - 4 2 2
CS322 | Operating Systems 3 - 4 2 2
CS371 | Software Engineering 3 1S231 4 2 2
I1S324 | Data Analysis 3 - 4 2 2
T334 Micro computer and applications 3 IT101 V|2 2
IT316 | Virtual Reality 3 -- V|2 2
I1S317 Management Information Systems 3 - V|2 2
IT314 Ethical hacking for system 3 - v |2 2
IT373 Sclrip-)ti-ng fc;r system administration 3 - vi|2 2
CS372 gcr);‘(t:\;\ilgge Development and Professional 3 Cs211 v o 9
CS302 | Simulation and Modeling 3 - vi|2 2
CS348 | Assembly Language 3 - v |2 2
CS321 | Computer Architecture 3 - vi|2 2
CS341 | visual Programming 3 CS241 v |2 2
IS371 | Advanced Project Management 3 1S231 V|2 2
IS431 | Decision Support Systems 3 1S101 vi|2 2
IT345 | Internet Applications 3 - vi|2 2
CS398 | Numerical Analysis and optimization 3 BS102 V2|2
Subtotal 24 | 12
Total 36
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_ N Type Teaching
Code Course Credits | Prerequisites Hours
RIE[L]TI]P
IT431 | Wireless and Mobile networks 3 4 2 2
IT482 | Pattern recognition 3 - v 2 2
IT451 | Network Analysis and Design 3 4 2 2
IT461 | Graduation Project | 3 1S231 v 1 4
IT462 | Graduation Project Il 3 IT461 v 1 4
IS418 | Information Storage and Retrieval 3 1S101 v 2 2
CS463 | Intelligent System 3 - V|2 2
ITA12 | Image Processing Il 3 IT313 vi|2 2
IT483 | Speech Processing 3 - vl 2 2
IT401 | Selected topics in IT (1) 3 - v 2 2
IT402 | Selected topics in IT (2) 3 - V|2 2
IT441 | Enterprise Architecture 3 IT101 v 2 2
IT447 | Advanced programming for IT 3 - v 2 2
IT455 | System integration 3 - v 2 2
IS412 | Distributed and Object Databases 3 1S101 V|2 2
IS319 | Advanced Database Design 3 1S212 v 2 2
IT484 | Computer Animation 3 IT381 vl 2 2
ITA15 | Computer Vision 3 - V|2 2
IT433 | Network Forensics 3 - v 2 2
IT457 | Robotics 3 - v |2 2
IT468 | Internet of things 3 v |2 2
IT419 | Cloud Computing 3 IT101 V|2 2
IT469 | Intelligent signal processing 3 v | 2 2
IS439 | E-commerce technology 3 - v |2 2
CS361 | Artificial Intelligence 3 - vil2 2
CS481 | Metaheuristic Algorithms 3 - v 2 2
C3453 | software Testing and Quality Assurance 3 CS371 v |2 2
CS465 | Deep Learning 3 v |2 2
1S423 | Big Data Analysis 3 1S212 V|2 2
1S424 | Business intelligence 3 1S101 V|2 2
IS419 | Cloud Database 3 1S212 v |2 2
Subtotal 18 | 18
Total 36
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Level / Cs IS T
Program Total
Compulsory Elective Compulsory Elective Compulsory Elective
Level 1 33 3 33 3 33 3 36
Level 2 30 6 30 6 30 6 36
Level 3 24 12 24 12 24 12 36
Level 4 18 18 18 18 18 18 36
105 39 105 39 105 39
Total 144
144 144 144
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HU111

Credits
Prerequisites
Contents

HU112

Credits
Prerequisites
Contents

HU121

Credits
Prerequisites
Contents

HU122

Credits
Prerequisites
Contents

HU233

Credits
Prerequisites
Contents

HU132

Credits
Prerequisites
Contents

HU133

English Language |
2 Hours

The material reflects the stylistic variety that advanced earners have to be able to deal with. The
course gives practice in specific points of grammar to consolidate and extend learners existing
knowledge. Analysis of syntax; comprehension; skimming and scanning exercises develop the
learner’s skills, comprehension questions interpretation and implication. The activities aim to
develop listening, speaking and writing skills through a communicative, functional approach,
with suggested topics for discussion and exercises in summary writing and composition.
English Language 11 Y Aalag) da
1 Hours

HU111

The course aims at enabling the students to further polish and develop their skills in English
language through various interactive activities. The need for more articulate written English is
reinforced through further in-depth study of applied grammar. Again, a conversational and
situational dialogue-based contents are presented to attract students’ interest. Pronunciations
and comparatively complex grammar are simultaneously introduced. Field related terminology
and longer conversations are also presented with emphasis on contrastive grammar and a more
articulate pronunciation.

Social Context of Computing
1 Hour

V Ayl dad

Gl o LiaY! (3l

Introduction to the social implications of computing — Social informatics — Social impact of IT
on society — Social implications of networked communication — Growth of, control of, and
access to the Internet — International issues — Online communities & social implications —
Philosophical context — Diversity issues — Gender-related issues — Cultural issues —
Accessibility issues — Globalization issues — Economic issues in computing —Digital divide

Intellectual Property 484l daslal)
1 Hour

Foundations of intellectual property — Ownership of information — Copyrights, patents,
trademarks and trade secrets — Software piracy — Software patents — Transnational issues
concerning intellectual property — Fair use — Digital Millennium Copyright Act (DMCA) —
International differences — Egyptian Intellectual Property law

Organizational Behavior aligl) bl
2 Hours

Perception, learning, motivation and value; individual differences and work performance;
understanding yourself; motivating yourself and others, working within groups, achieving
success through goal setting, achieving high personal productivity and quality; achieving
rewarding and satisfying career; communicating with people; leading and influencing others;
building relationships with supervisors, co-workers and customers.

Interpersonal Communication
2 Hours

Elements of the communication process, barriers to communications, effective writing skills,
report writing, and oral presentation skills. Good diction, extempore speaking in the appropriate
context will be key skills in this course.

i) sl

Computing Economics dougal) cilalaid)
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Credits
Prerequisites
Contents

HU141

Credits
Prerequisites
Contents

HU142

Credits
Prerequisites
Contents

HU231

Credits
Prerequisites
Contents

HU232

Credits
Prerequisites
Contents

HU241

Credits
Prerequisites
Contents

Lial) dnals — cibagleally cilaslal) duls

2 Hours

Monopolies and their economic implications; Effect of skilled labor supply and demand on the
quality of computing products; Pricing strategies in the computing domain; cost-benefit analysis
and break-even analysis; return on investment; analysis of options; time value of money;
management of money: economic analysis, accounting for risk; Differences in access to
computing resources and the possible effects thereof.

Computer Law
2 Hours

Glalal) oyl

History and examples of computer crime — “Cracking” (“hacking”) and its effects — Viruses,
worms, and Trojan horses — Crime prevention strategies— System use policies & monitoring —
Risks and liabilities of computer-based systems — Accountability, responsibility, liability.

Privacy and Civil Liberties daitall Gl ally duagadl)
1 Hour

Ethical and legal basis for privacy protection; Privacy implications of computer and information
systems; Technological strategies for privacy protection; Freedom of expression in cyberspace;
International and intercultural implications.

Business Administration
2 Hours

Management concepts, level and types of management, planning and organization of work flow,
delegation, leadership styles, decision making, stress and time management, and employee
relations, decision-making in such areas as investment in operations, productions planning,
scheduling and control, reliability and maintenance.

Jlesd 3

Technical and scientific Writing da) 4,

3 Hours

General Principles of Good Writing — Design and Usability — Documentation Development
Process — Writing Procedures — Aspects of the Language — Obstacles to Readability — Writing
Reports — Practices in Technical Writing

Computers and Ethics AT EC PRUAMIN|

1 Hour

Community values and the laws by which we live — The nature of professionalism in computing
— Various forms of professional credentialing and the advantages and disadvantages — The role
of the professional in public policy — Maintaining awareness of consequences — Ethical dissent
and whistle-blowing — Codes of ethics, conduct, and practice (IEEE, ACM, SE, AITP, and so
forth) — Dealing with harassment and discrimination — “Acceptable use” policies for computing
in the workplace.
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BS101 Mathematics | V alualy

Credits 3 Hours

Prerequisites —

Contents Pre-calculus review: sets and functions; limits and continuity —Derivatives: techniques of
differentiation; derivatives of the basic and fundamental functions; implicit differentiation; linear
approximation and differentials; extreme of functions; optimization problems; velocity and
acceleration —Integrals: indefinite integrals; change of wvariables; definite integrals; the
fundamental theorem of calculus —Techniques of integration: integration by parts; trigonometric
integrals and substitutions; integrals of rational functions — Numerical integration — Applications
of definite integrals.

BS102 Mathematics Il Y abualy

Credits 3 Hours

Prerequisites BS101

Contents Partial fractions —Infinite series: sequences, convergent and divergent series, positive-term
series, tests of convergence, alternating series and absolute convergence, power series, power
series representations of functions, Maclauran and Taylor series — Differential equations:
definition, classifications and terminology, techniques of solution of ordinary first—order linear
differential equations—Matrices—Linear equations — Vector spaces, inner product spaces — Linear
transformations — Eigen-values and eigenvectors.

BS201 Mathematics 111 v oabual,

Credits 3 Hours

Prerequisites BS102

Contents Laplace transform — Inverse Transform — Fourier series — complex Fourier series — Fourier
integrals — Fourier cosine and sine transforms — Fourier transform — Discrete and fast Fourier
transforms — Z-transform —Inverse Z-transform — Discrete-time systems and difference equations
— Discrete linear systems — Wavelet transform —Applications.

MAZ202 Mathematics 1V 4 clualy,

Credits 3 Hours

Prerequisites BS201

Contents Topics include formal logic notation, proof methods; induction, well-ordering; sets, relations;
elementary graph theory; lattices; trees; integer congruencies; asymptotic notation and growth of
functions. Further selected topics may also be covered, such as recursive definition and structural
induction; state machines and invariants; recurrences; generating functions.

BS203 Probability and Statistics slaal|y o laiaY)

Credits 2 Hours

Prerequisites BS101

Contents Introduction to probability: Basic concepts; Properties of probability; Conditional probability and
independence; Total probability and Bayes’ rule; Random variables; Probability distributions.
Introduction to statistical analysis: Sampling and sampling distributions; Point estimation;
Methods of moments and maximum likelihood; Interval estimation; Least squared concept;
Testing hypotheses; Statistical tests.

Applications: Statistical software packages; Applications of statistics to reliability engineering.

CS398 Numerical Analysis and optimization (g Jalas

Credits 3 Hours

Prerequisites BS102

Contents Numerical Computing and Computers — Solving Nonlinear Equations — Solving Sets of

Equations — Interpolation and Curve Fitting — Approximation of Functions — Finite Differences
— Numerical Differentiation and Numerical Integration — Numerical Solution of ODEs —
Boundary-Value Problems — Sample applications using software tools.

Baaiaall clelud) aliy (g ga s ISl Alda pal A3d30a1) dad) |



CS201

Credits
Prerequisites
Contents

CS245

Credits
Prerequisites
Contents

CS302

Credits
Prerequisites
Contents

BS112

Credits
Prerequisites
Contents

PH102

Credits
Prerequisites
Contents

BS115

Credits
Prerequisites
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Discrete Structures dakadia JSLA

3 Hours

BS102

Introduction to logic and proofs — Fundamental structures: Functions; relations; sets; cardinality
and countability — Boolean algebra — Propositional logic: Logical connectives; truth tables;
normal forms; validity — Elementary number theory: Factorability; properties of primes; greatest
common divisors and least common multiples; Euclid’s algorithm; modular arithmetic; the
Chinese Remainder Theorem — Basics of counting: Counting arguments; pigeonhole principle;
permutations and combinations; binomial coefficients — Predicate logic: Universal and
existential quantification; modus ponens and modus tollens; limitations of predicate logic —
Recurrence relations: Basic formulae; elementary solution techniques — Graphs and trees:
Fundamental definitions; simple algorithms; traversal strategies; proof techniques; spanning
trees; applications.

Operation Research
3 Hours

Linear programming: The Simplex method — Integer programming — Probabilistic modeling —
Queuing theory: Petri nets; Markov models and chains — Optimization — Network analysis and
routing algorithms — Prediction and estimation: Decision analysis; Forecasting; Risk
management; Econometrics and microeconomics; Sensitivity analysis — Dynamic programming
— Sample applications — Software tools.

Simulation and Modeling
3 Hours

Definition of simulation and modeling: Purpose including benefits and limitations — Important
application areas: healthcare; economics and finance; classroom of the future; training and
education; city and urban simulations; simulation in science and in engineering; games; military
simulation — Different kinds of simulations — The simulation process — Model building: use of
Mathematical formula or equation, graphs, constraints — Methodologies and techniques — Use of
time stepping for dynamic systems — Theoretical considerations; Monte Carlo methods,
stochastic processes, queuing theory — Technologies in support of simulation and modeling —
Human computer interaction considerations — Assessing and evaluating simulations in a variety
of contexts — Software in support of simulation and modeling; packages, languages.

Physics |
3 Hours

Mechanics: Physics and measurements; Motion in one dimension; Vectors; Motion in two
dimensions; Laws of motion; Circular motion and its applications; Work and energy; Potential
energy and conservation of energy; Linear momentum and collision; Rotation of a rigid body;
Rolling motion; Law of gravity.

Waves: Oscillatory motion; Wave motion; Sound waves.

Physics 11

3 Hours

BS112

Physical optics: Interference, diffraction and polarization.

Magnetic fields: Definitions and properties; Sources of magnetic fields; electromagnetic waves;
The four Maxwell’s equations.

Selected topics: Introduction to modern physics and applications, Molecules and solids;
Semiconductors and semiconductors devices; Superconductivity.

Clles Gigan

slSlaally dadail)

Vel

Y sladl)

Electronics
3 Hours

il g <Y
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Contents

CS102

Credits
Prerequisites
Contents

1T257

Credits
Prerequisites
Contents
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Electrical circuit laws and theorems: Ohm’s Kirchhoff’s, mesh, nodal, Thevenin’s maximum
power transfer theorems for both DC and AC circuits, R, L, C elements. Electronic components
and circuits diodes — bipolar junction transistors — field-effect transistors and use of transistors
in amplifiers. OP-Amp, digital circuits — Physical design of simple gates — flip-flops and memory
circuits.

Digital logic and design agadl) yigal)
2 Hours

This course provides a modern introduction to logic design and the basic building blocks used in
digital systems, in particular digital computers. It starts with a discussion of combinational logic:
logic gates, minimization techniques, arithmetic circuits, and modern logic devices such as field
programmable logic gates. The second part of the course deals with sequential circuits: flip-flops,
synthesis of sequential circuits, and case studies, including counters, registers, and random-
access memories. State machines will then be discussed and illustrated through case studies of
more complex systems using programmable logic devices. Different representations including
truth table, logic gate, timing diagram, switch representation, and state diagram will be
discussed. The course has an accompanying lab component that integrates hands-on experience
with modern computer-aided design software including logic simulation, minimization and an
introduction of the use of hardware description language (VHDL).

Digital Signal Processing dnad ) o LaN) dallaa
3 Hours

Digital processing of signals, sampling, difference equations, discrete-time Fourier transforms,
discrete and fast Fourier transforms, digital filter design.
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Cs101

Credits
Prerequisites
Contents

CS102

Credits
Prerequisites
Contents

CS242

Credits
Prerequisites
Contents

CS241

Credits
Prerequisites
Contents

CS211

Credits
Prerequisites
Contents

Programming Fundamentals daa clualad

3 Hours

Fundamental programming constructs: Syntax and semantics of a higher-level language;
variables, types, expressions, and assignment — Simple I/O — Conditional and iterative
control structures — Functions and parameter passing — Structured decomposition —
Algorithms and problem-solving: Problem-solving strategies; the role of algorithms in the
problem-solving process; implementation strategies for algorithms; debugging strategies;
the concept and properties of algorithms — Fundamental data structures — Machine level
representation of data — Human-computer interaction: Introduction to design issues —
Software development methodology: Fundamental design concepts and principles;
structured design; testing and debugging strategies; test-case design; programming
environments; testing and debugging tools.

Programming Language |

3 Hours

Cs101

Structured program development: problem solving decision structure, repetition
structures. Top-down and stepwise refinement. Subprograms: Procedures and functions.
Structured data types: one—dimension arrays, sets, records, files: text files, random
handling files. Dynamic data structures (pointers). Recursion.

V daay 4l

Programming Language II Y daaydsl
3 Hours
CS101
Review about Object-oriented programming: data abstraction, encapsulation, classes,
objects, templates, operator overloading, function overloading, inheritance,

polymorphism, exception handling, and streams. Applets and Multimedia, Binary 1/0,
Generic, Algorithms, Sorting, Implementing Lists, Stacks, Queues, Priority Queues;
Binary Search Trees, Hashing, Graphs and Applications, Networking, Database
Programming.

Data Structures and Algorithms

3 Hours

CS211

Review of elementary programming concepts — Fundamental data structures: Stacks;
queues; linked lists; hash tables; trees; graphs — Basic algorithmic analysis: big “O,” little
“0,” omega, and theta notation — Fundamental computing algorithms: O(N log N) sorting
algorithms; hash tables, including collision-avoidance strategies; binary search trees;
representations of graphs; depth- and breadth-first traversals — Recursion and divide-and-
conquer strategies — Basic algorithmic strategies: Brute-force algorithms; greedy

algorithms; divide and conguer; backtracking — Standard complexity classes.

clibud) Jsba

Object-Oriented Programming dniuil) daa )
3 Hours
CSs101

Introduction to object-oriented programming — Using an object-oriented language; classes
and objects; syntax of class definitions; methods; members — Simple data: variables,
types, and expressions; assignment — Control structures: Iteration; conditionals — Message
passing: Simple methods; parameter passing — Sub-classing; encapsulation and
information hiding; separation of behavior and implementation; class hierarchies;
inheritance; polymorphism — Collection classes and iteration protocols — Using APIs:
Class libraries; packages for graphics and GUI applications — Object-oriented design:
Fundamental design concepts and principles; introduction to design patterns; object-
oriented analysis and design; design for reuse .
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Credits
Prerequisites
Contents

CS321

Credits
Prerequisites
Contents

CS322

Credits
Prerequisites
Contents

CS341

Credits
Prerequisites
Contents
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Assembly Language
3 Hours

Assembly instructions and addressing: data transfer instructions, arithmetic instructions,
logical instructions, conditional and unconditional branch instructions, loop instructions,
procedures and procedure calls, macro instructions.

Computer Architecture
3 Hours

Register transfer notation; Physical considerations (gate delays, fan-in, fan-out). Assembly
level organization: Basic organization of the von Neumann machine; control unit;
instruction fetch, decode, and execution; instruction sets and types (data manipulation,
control, 1/0); assembly/machine language programming; instruction formats; addressing
modes; subroutine call and return mechanisms; 1/O and interrupts. Memory systems:
Storage systems and their technology; coding, data compression, and data integrity;
memory hierarchy; main memory organization and operations; latency, cycle time,
bandwidth, and interleaving; cache memories (address mapping, block size, replacement
and store policy); virtual memory (page table, TLB); fault handling and reliability.
Interfacing and communication: I/0 fundamentals: handshaking, buffering, programmed
I/0O, interrupt-driven 1/O; interrupt structures: vectored and prioritized, interrupt
acknowledgment; external storage, Physical organization, and drives; buses: bus protocols,
arbitration, direct-memory access (DMA); introduction to networks; multimedia support;
raid architectures. Functional organization: Implementation of simple data-paths; control
unit: hardwired realization vs. microprogrammed realization; instruction pipelining;
introduction to instruction-level parallelism (ILP). Multiprocessor and alternative
architectures: Introduction to SIMD, MIMD, VLIW, EPIC; systolic architecture;
interconnection networks; shared memory systems; cache coherence; memory models and
memory consistency. Performance enhancements: RISC architecture; branch prediction;
prefetching; scalability. Contemporary architectures: Hand-held devices; embedded
systems; trends in processor architecture.

Operating Systems

3 Hours

CS211

Overview: Role and purpose of operating systems; history of operating system
development; functionality of a typical operating system; design issues. Basic principles:
Structuring methods; abstractions, processes, and resources; device organization;
interrupts; user/system state transitions. Concurrency: The idea of concurrent execution;
states and state diagrams; implementation structures; dispatching and context switching;
interrupt handling in a concurrent environment. Mutual exclusion: Definition of the
“mutual exclusion” problem; deadlock detection and prevention; solution strategies;
models and mechanisms (semaphores, monitors, condition variables, rendezvous);
synchronization; multiprocessor issues. Scheduling: Preemptive and non-preemptive
scheduling; scheduling policies; processes and threads. Memory management: swapping,
and partitions; paging and segmentation; page placement and replacement policies;
caching. Device management: abstracting device differences; buffering strategies; direct
memory access; recovery from failures. File systems: Fundamental concepts content and
structure of directories; file system techniques; memory-mapped files; Security and
protection: Overview of system security; memory protection; encryption; recovery
management.

Visual Programming

3 Hours

CS241

Graphical user interface (GUI), review of concepts, and anatomy of a windows program
using different languages. Available developing tools. Keyboard and mouse input, menus

il i
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1T381

Credits
Prerequisites
Contents

CS371

Credits
Prerequisites
Contents

1S201

Credits
Prerequisites
Contents

1S211

Credits
Prerequisites
Contents

15212

Credits
Prerequisites
Contents

Lial) dnals — cibagleally cilaslal) duls

creating, adding menus to programs. Dialog boxes: buttons, text, list boxes, grids and
spreadsheets. Graphics files and file handling. Multiple documents interfaces and views
(MDI). Exception Handling and Debugging. Object Linking and Embedding (OLE).

Computer Graphics Calall al)

3 Hours

BS102

This course introduces techniques for 2D and 3D computer graphics, including simple
color models, homogeneous coordinates, affine transformations (scaling, rotation,
translation), viewing transformation, clipping, illumination and shading, texture maps,
rendering, high level shader language, video display devices, Physical and logical input
devices, hierarchy of graphics software, hidden surface removal methods, Z-buffer and
frame buffer, color channels, and using a graphics API.

Software Engineering Gliaa ) dwdia
3 Hours
1S231

Software processes: Software life-cycle and process models; process assessment models;
software process metrics. Software requirements and specifications. Software design:
Fundamental design concepts and principles; software architecture; structured design;
object-oriented analysis and design; component-level design; design for reuse. Software
validation: Validation planning; testing fundamentals; unit, integration, validation, and
system testing; object-oriented testing; inspections. Software evolution: Software
maintenance; characteristics of maintainable software; reengineering; legacy systems;
software reuse. Software project management. Component-based computing:
Fundamentals; basic techniques; applications; architecture of component-based systems;
component-oriented design; event handling; middleware.

Foundations of Information Systems

3 Hours

IT101

Information systems components. Information systems in organizations: Characteristics of
IS professionals, IS career paths, Cost/value information, Quality of information,
competitive advantage of information, IS and organizational strategy, Value chains and
networks. Globalization. Valuing information systems: Investment evaluation, Multi-
criteria analysis, Cost-benefit analysis, ldentifying and implementing innovations. E-
business: B-to-C, B-to-B, Intranets, Internet, And extranets, E-government, Web 2.0
Technologies: social networking, virtual teams, and virtual marketing crowd-sourcing.
Security of information systems: Threats to information systems, Technology-based
safeguards. Business intelligence: Organizational decision making, functions, and levels,
Executive, managerial, and operational levels, Systems to support organizational functions
and decision making. Information and knowledge discovery: Reporting systems, Online
analytical processing, Data, text, and Web mining, Business analytics. Application systems.
File Organization lilal) audais
3 Hours

CS101

Introduction to the Design and Specification of File Structures — Fundamental File
Processing Operations — Fundamental File Structure Concepts — Managing Files of Records
— Secondary Storage and System Software — Organizing Files for Performance. Indexing —
Multi-Level Indexing and B-Trees — Indexed Sequential File Access and Prefix B+ Trees.
Hashing.

Databases Management Systems
3 Hours

1S101

Database systems: History and motivation for database systems; components of database

systems; DBMS functions; database architecture and data independence. Data modeling:
Data modeling; conceptual models; object-oriented model; relational data model.

laglaal) adii b

alilyl) o)l
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Credits
Prerequisites

Contents

1S232

Credits
Prerequisites
Contents

IT101

Credits
Prerequisites
Contents

1T251
Credits
Prerequisites
Contents

17332
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Relational databases: Mapping conceptual schema to a relational schema; entity and
referential integrity; relational algebra and relational calculus. Database query languages:
Overview of database languages; SQL; query optimization; 4th-generation environments;
embedding non-procedural queries in a procedural language; introduction to Object Query
Language. Relational database design: Database design; functional dependency; normal
forms; multivalued dependency; join dependency; representation theory.

Data Modeling

3 Hours

1S201

Data modeling * Conceptual models (e.g., entity-relationship, UML diagrams) -
Spreadsheet models * Relational data models ¢ Object-oriented models (cross-reference
PL/Object-Oriented Programming) * Semi-structured data model (expressed using DTD or
XML Schema, for example)

clibad) s

Systems Analysis and Design Al asanaiy Jalad
3 Hours
IT101

Information requirements: Structuring of IT-based opportunities into projects; Project
specification; Project prioritization; Analysis of project feasibility. Operational, Tangible
costs and benefits, Intangible costs and benefits such as good will, company image:
Technical; Schedule; Cultural (organizational and ethnic). Analysis and specification of
system requirements; Data collection methods; Methods for structuring and
communicating requirements; Factors affecting user experience; User interface design;
System data requirements; Factors affecting security; Ethical considerations in
requirements specification. Different approaches to implementing information systems to
support business requirements: Packaged systems; enterprise; systems; Outsourced
development; In-house development. Specifying implementation alternatives for a specific
system. Methods and impact of implementation alternatives on system requirements
specification. Different approaches to systems analysis and design: structured SDLC,
unified process/lUML, agile.

Fundamentals of Information Technology
3 Hours

Machine level representation of data: Bits, bytes, and words; numeric data representation
and number bases; signed and twos-complement representations; fundamental operations
on bits; representation of nonnumeric data. Digital logic: Switching circuits; gates;
memory. Assembly level machine organization: Basic organization of the von Neumann
machine; control unit; instruction fetch, decode, and execution; instruction sets and types;
assembly/machine language programming; instruction formats. Hardware realizations of
algorithms: Data representation; the von Neumann model of computation; the
fetch/decode/execute cycle; basic machine organization. Operating systems and virtual
machines: Historical evolution of operating systems; responsibilities of an operating
system; basic components of an operating system. Computing applications: Word
processing; spreadsheets; editors; files and directories. Introduction to net-centric
computing: Background and history of networking and the Internet; demonstration and use
of networking software including e-mail, telnet, and FTP.

Data Communications
3 Hours

lagleal) L gl i il

i) Ju

Communication models, Data communication, networks, protocol architectures. Data
Transmission, Transmission media wired and wireless, transmission impairment. Encoding
and modulating baseband, Digital and analog modulation. Flow control and Error control.
Multiplexing.

Computer Networks ulald) alud
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Prerequisites
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Credits
Prerequisites
Contents

IT373

Credits
Prerequisites
Contents

T334

Credits
Prerequisites
Contents
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3 Hours

IT51

Standards bodies. Switched vs. packets networking. OSI model. Internet model (TCP/IP).
Nodes & links. LAN, WAN. Bandwidth, throughput. Components and architectures.
Routing and switching. Communication protocols. Application, Transport, and network
layers protocols.

Web Programming cusl) daay
3 Hours
CS102

The fundamental technologies behind the Web. Concepts of Web Programming both
client-side and server-side. HTML and CSS Web page development. Fundamentals of
Server-side scripting language such PHP. Fundamentals of Client-side scripting language
such as JavaScript.

Scripting for System Administration
3 Hours

This course will introduce task automation using shell scripting in a multi-OS
environment using the Shell and the Perl programming languages. Topics covered will
include scripting commands, control structures, functions, scalar data and lists, regular
expressions, hashing, automating administration functions and debugging. Lessons will
be enhanced through the use of hands-on exercises to strengthen comprehension.

Micro computer Applications Briual) Clblal) il
3 Hours

IT101

This course provides hands-on experience with several software applications. Topics
include intermediate and advanced word processing; spreadsheet design, formulas, and
charts; database design principles and implementation; presentation design and
techniques; and integration among these applications. Students will be required to apply
each package on a semester project related to their major.

ST T FIRERRIERSTY
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CS311 Algorithms Design and Analysis Glaajlsadl Jalaty asanal
Credits 3 Hours

Prerequisites CS241

Contents Review of proof techniques—Basic algorithmic analysis: Asymptotic analysis of upper and

average complexity bounds; best, average, and worst case behaviors; big-O, little-o, Q, and
O notation; standard complexity classes; empirical measurements of performance; time and
space tradeoffs in algorithms; using recurrence relations to analyze recursive algorithms —
Algorithmic strategies: branch-and-bound; heuristics; pattern matching and string/text
algorithms; numerical approximation— Graph and tree algorithms: Shortest-path algorithms
(Dijkstra’s and Floyd’s algorithms); transitive closure (Floyd’s algorithm); minimum
spanning tree; topological sort — Dynamic Programming — Randomized Algorithms — NP-
complete problems.

CS342 Automata and Language Theory alallly cldy) Z:a Al
Credits 3 Hours

Prerequisites CS101, CS201

Contents Introduction: The purpose of automata theory; relationship of automata and languages; the

Chomsky hierarchy. Finite automata: Definition of finite automata and their operation;
deterministic and nondeterministic automata and their equivalence; two-way finite automata;
minimization of deterministic automata. Regular expressions: Relationship of regular
expressions and finite automata; Kleene analysis and synthesis theorems; applications of
regular expressions. Properties of regular sets: The Myhill-Nerode theorem; the pumping
lemma; closure properties; decision algorithms. Context-free grammars: Equivalence and
ambiguity of grammars; languages generated by context-free grammars; simplification of
context-free grammars; Chomsky and Greibach normal forms; general strategies for top-
down and bottom-up parsing. Properties of context-free languages: The pumping lemma for
context free languages; closure properties of context-free languages; decision algorithms.
Pushdown automata: Languages accepted by pushdown automata; pushdown automata and
context-free languages. Linear-bounded automata: Definition and operation; context-
sensitive languages; properties of context-sensitive languages. Turing machines: Definitions
and introduction to the mechanics of Turing machine operation; the universal Turing
machine; the Church-Turing thesis; variations of Turing machines; languages recognized by
Turing machines; computable languages; undecidability.

IT313 Image Processing Lsal) dalaa
Credits 3 Hours

Prerequisites CS241

Contents Scope and applications of image are processing. Perspective transformations (Modeling

picture taking, perspective transformations in homogeneous coordinates and with two
reference frames). The spatial frequency domain (The sampling theorem, template matching
and the convolution theorem, spatial filtering). Enhancement and restoration, image
segmentation. Image representation: (Spatial differentiation and smoothing, template
matching, region analysis, contour following). Descriptive methods in scene analysis.
Hardware and software considerations. Applications.

CSs421 Advanced Operating Systems daadiall Jaudal) plas
Credits 3 Hours

Prerequisites CS322

Contents Single-threaded execution, traditional microprocessors, DLP, ILP, TLP, memory wall,

Parallel architecture and performance issues, Shared memory multiprocessors,
Synchronization, small-scale symmetric multiprocessors on a snoopy bus, cache coherence
on snoopy buses, Scalable multiprocessors, Directory-based cache coherence,
Interconnection network, Memory consistency models, Software distributed shared
memory, multithreading in hardware, Chip multiprocessing, Current research and future
trends.
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CS333 Embedded Systems daanall Lokl
Credits 3 Hours

Prerequisites -

Contents Nature of embedded systems, particular problems, special issues; role in information

technology; embedded microcontrollers, embedded software; real time systems, problems of
timing and scheduling; testing and performance issues, reliability; low power computing,
energy sources, leakage; design methodologies, software tool support for development of
such systems; problems of maintenance and upgrade.

CS431 Parallel Processing 443 sial) clibual)
Credits 3 Hours

Prerequisites -

Contents Introduction to parallel computing —Models of parallel computers — Data and task

parallelism — Shared and Distributed memory parallel machine architecture concepts —
Interconnection networks — Basics of threaded parallel computation— Parallel algorithmic
design — Languages and libraries for threaded parallel programming — Languages and
libraries for distributed memory parallel programming — Co-processor techniques
including GPU and FPGA — Experimental techniques —Measuring performance and
computing speed-up.

CS432 Compiler Construction Silaa yial) el
Credits 3 Hours

Prerequisites -

Contents Compiler Functions, Language Elements — BNF Grammars, Regular Expressions, Finite

State Machines, Lexical Analyzers — Context Free Grammars, Grammar Ambiguity, Parse
Trees, Push Down Automata — Parsing Methods; Top-Down, Recursive Descent, LL, LR -
Symbol Table Construction, Type Checking - Code Generation - Handling Recursion and
Arrays, Code Optimization Techniques.

CS442 Programming Language Design daa pll Cilad el
Credits 3 Hours

Prerequisites CS211

Contents Fundamental issues in language design: General principles of language design; design goals;

typing regimes; data structure models; control structure models; abstraction mechanisms.
Overview of programming paradigms: Procedural paradigm; object-oriented paradigm;
functional paradigm; logic paradigm. Type systems, and models of execution control.
Declaration, modularity, and storage management: Declaration models; parameterization
mechanisms; type parameterization; mechanisms for sharing and restricting visibility of
declarations; garbage collection. Programming language semantics: Informal semantics;
overview of formal semantics; denotational semantics; axiomatic semantics; operational
semantics. Language-based constructs for parallelism: Communication primitives for
tasking models with explicit communication; communication primitives for tasking models
with shared memory; programming primitives for data-parallel models; comparison of
language features for parallel and distributed programming; optimistic concurrency control
vs. locking and transactions; coordination languages; asynchronous remote procedure calls;
other approaches.

CS463 Intelligent Systems 4K alail)
Credits 3 Hours

Prerequisites -

Contents Application Areas of Intelligent Systems, Intelligent System Architecture, Knowledge

Engineering and Control, Languages Used in Expert Systems, Bayesian Interference, Fuzzy
Logic, Decision Support Systems, Software tools for developing expert systems and
intelligent systems. Robotics: Overview; configuration space; planning; sensing; robot
programming; navigation and control.
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Credits
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Contents

CS467
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CS466

Credits
Prerequisites
Contents
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Artificial Intelligence
3 Hours

gcl.'ba‘i\ s\<l)

Artificial Intelligence (Al), the ability of a digital computer or computer-controlled robot to
perform tasks commonly associated with intelligent beings. A subset of artificial
intelligence is the machine learning, deep learning techniques, introduction to Natural
Language Processing, Introduction to Computer Vision, and how Al can be applied in
problem solving. Definition and examples of Machine learning - Supervised learning and
Unsupervised learning, principal component analysis, independent component analysis,
Expectation Maximization algorithm - Reinforcement learning - Kernel methods. Definition
and examples of Deep learning techniques. Applications of Artificial Intelligence such as
Robotics and Self-driving cars.

Software Testing and Quality Assurance

3 Hours

CS371

Quality: how to assure it and verify it, and the need for a culture of quality, Avoidance of
errors and other quality problems, Inspections and reviews, Testing, verification and
validation techniques, Process assurance vs. Product assurance, Quality process standards,
Product and process assurance, Problem analysis and reporting, Statistical approaches to
quality control.

Advanced Knowledge Representation and
Reasoning

3 Hours

Knowledge representation issues, Description logics, Ontology, Non-monotonic reasoning
(e.g., non-classical logics, default reasoning), Argumentation, Reasoning about action and
change, Temporal and spatial reasoning, Rule-based Expert Systems, Semantic networks,
Model-based and Case-based reasoning, Planning: Partial and totally ordered planning, Plan
graphs, Hierarchical planning, Planning and execution including conditional planning and
continuous planning, Mobile agent/multi-agent planning

Theory of Computation
3 Hours

i)y Slaal) Baga Olaaa

(Alial) U ly 48 jrall aakial) Jiia

cilblual) 4y ks

The goal of the course is to introduce Fundamental ideas in the theory of computation,
including, computability, complexity, and reducibility among computational problems. This
course teaches core ideas in computer science theory, including how to define and
investigate a formalized model of computation, and what it means to reduce one problem to
another. The course also aims to deepen a student's ability to think clearly, originally, and
devise correct proofs.

Computational biology
3 Hours

This course focuses on the algorithmic and Artificial Intelligence foundations of
computational biology, combining theory with practice. We study the principles of
algorithm design for biological datasets and analyze influential problems and techniques.
We use these to analyze real datasets from large-scale studies in genomics and proteomics.
The topics covered include: (1) Genomes: biological sequence analysis, hidden Markov
models, gene finding, RNA folding, sequence alignment, genome assembly (2) Networks:
gene expression analysis, regulatory motifs, graph algorithms, scale-free networks, network
motifs, network evolution and (3) Evolution: comparative genomics, phylogenetics, genome
duplication, genome rearrangements, evolutionary theory, rapid evolution.

Faaslad) Gl
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CS461
Credits
Pre-request

Contents

CS362
Credits
Pre-request

Contents

CS462

Credits
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Machine Learning
3 hours
CS361

Introduction to machine Intelligence-History of machine
Intelligence- Turing Test- Al and Data- Generalization-
Validation, Overfitting, Underfitting-Dimensionality reduction:
Principle Component Analysis (PCA), Linear Discriminative
Analysis- Clustering algorithms: k-means, Self Organizing
Maps (SOMs)- Type of Learning: supervised, unsupervised,
reinforcement learning-Classification Algorithms: Support
Vector Machine- Regression: Linear Regression, Polynomial
Regression- Neural Networks: Neurons, Perceptron, Learning,
Backpropagation, Topology -Problem of Learning-Deep
learning: Autoencoders, Conventional Neural Networks-
Reinforcement Learning-Decision Trees-Algorithms -Naive
Bayes, Swarm Intelligence: Ant Colonies, Genetic Algorithm-
Ethics of Artificial Intelligence. Kernel definition

Artificial Neural Networks
3 hours
Programming 1

Neural network concepts: Basic definition, connections,
processing elements. Feedforward neural networks (non-
recurrent neural networks). Back-propagation Learning
Algorithm. Delta Rule. Scaling and Biases. Performance Issues.
Associative memories. Hetero-associative, auto associative and
interpolative memories. Bi-directional associative memories.
Counter propagation neural networks. Extreme Learning
Machines. Support Vector Machines and Kernels.. Applications
in Bioinformatics.

Natural language processing

3 hours
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Pre-request
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Pre-request

Contents

IT468
Credits
Pre-request

Contents
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Credits
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Contents
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Al

Natural Language ,Corpus, Text Analytics, Feature Extraction , Machine
Learning , Python toolkit Tokenization, N-grams and Scriptio continua ,
Stemming and Lemmatization, Synsets and Hypernyms , POS Tagging
and Stopwords, Sentiment Analysis , Document Clustering and Word
Vectors, Information Extraction (IE)and Machine Translation (MT)

Intelligent signal processing
3 hours
Image Processing.

Capturing representing and processing audio signals. LTI systems and
impulse responses. Frequency domain representations. Extracting features
from signals. Speech recognition. Capturing, representing and processing
camera input. Computer vision: movement detection. Computer vision:
face detection. Compressing signals

internet of things

3 hours

(Introduction to Physical Computing) is an introductory electronics and
IoT (Internet of Things) class. It serves as the core electronics course of
ITP’s Connected Devices and Making minor, which teaching applied
electronics skill to create “smart devices. Introduce you to the core
techniques used in physical computing. The module complements other
parts of the programmer, especially regarding programming, networking
and the analysis of sensor data.

Agile software projects

3 hours
Software Engineering( CS371)

Agile software development is now the de-facto standard for software
development used by companies ranging from start-ups to large
corporations. This course will make students familiar with the most
important agile approaches and use exercises and projects to introduce the
three roles in agile - development team, scrum master, and product owner
- as well as the process and the most commonly used tools. The course
will also introduce related concepts in software development such as
design thinking, kanban, lean, and scaled agile.
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Prerequisites
Contents

CS468

Credits
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Contents

CS481

Credits
Prerequisites
Contents

Lial) dnals — cibagleally cilaslal) duls

Human Computer Interfaces alally Gl ) alii

3 Hours

Software Engineering

The relationship between people and machine, the role of human factors and psychology.
Motivation for usability. Principles of interaction, interface design issues. Command
languages, menus, windows, icons, error messages, response time. Physical interaction,
devices, interaction styles and techniques. The design process and user models. Interface
evaluation, rapid prototyping, iterative refinement. Natural
language and voice interfaces, text-to-speech technology.

Multi-Agent Systems Basiall eMS4l alis

3 Hours

Artificial Intelligence

Intelligent Agents: abstract and concrete architectures for intelligent agents, agent
programming languages. Multi-agent systems and societies of agents: characteristics of
multi-agent environments, agent communications, agent interaction protocols. Distributed
problem solving and planning. Search algorithms for agents. Distributed rational decision
making. Learning in multi-agent systems. Application areas for multi-agent systems.

Metaheuristic Algorithms PRCPYA(IIRG | RCA IV PER
3 Hours

Metaheuristic algorithms are computational intelligence paradigms especially used for
sophisticated solving optimization problems. Meta-heuristic optimization algorithms are becoming
more and more popular in engineering applications because they: (i) rely on rather simple concepts
and are easy to implement; (ii) do not require gradient information; (iii) can bypass local optima; (iv)
can be utilized in a wide range of problems covering different disciplines. Nature-inspired meta-
heuristic algorithms solve optimization problems by mimicking biological or physical phenomena.
They can be grouped in three main categories: evolution-based, physics-based, and swarm-based
methods. Evolution-based methods are inspired by the laws of natural evolution.

First, metaheuristic algorithms were divided according to metaphor based and non-metaphor based
in order to differentiate between them in searching schemes and clarify how the metaphor-based
algorithms simulate the selected phenomenon behavior in the search area. The major algorithms in
each metaphor subcategory are discussed including: Genetic Algorithm (GA), Particle Swarm
Optimization (PSO), Sine Cosine Algorithm (SCA), Simulated Annealing (SA), Teaching—
Learning-Based Optimization (TLBO), Henry gas solubility optimization (HGSO), Archimedes
optimization algorithm (AOA), and others. Also, some non-metaphor-based metaheuristics are
explained as Tabu Search (TS), Variable Neighborhood Search (VNS). Second, different variants of
metaheuristics are categorized into improved metaheuristics, adaptive, hybridized metaheuristics.
Finally, limitation and new trends of metaheuristics should be discussed.
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Credits
Prerequisites
Contents
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Contents
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Credits
Prerequisites
Contents
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Credits
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Contents

15332

Credits
Prerequisites
Contents

15412

Credits
Prerequisites
Contents
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Data Mining aliball 8 cudil)
3 Hours
15101

Knowledge discovery in databases, Data mining process, Data cleaning and preparation,
Mining association rules, Classification, Prediction, Clustering, Web mining, Applications
of data mining, Mining advanced databases.

Transaction Processing < lalaal) dalles
3 Hours
1S201

Overview of transaction processing systems and their implementation for applications
such as airline reservations, banking, and inventory control. Evolution and history of
transaction processing systems. Fault tolerance, processing monitors and their
implementation. Lock managers, recovery managers, file management and access paths,
and disaster recovery and data replication. Understanding replication including single-
master and multi-master replication.

Advanced Project Management

3 Hours

1S231

Managing Project Quality. Managing Project Risk. Managing Project Procurement:
Alternatives to systems development; External acquisition; Outsourcing-domestic and
offshore; Steps in the procurement process; Managing the procurement process. Project
Execution, Control & Closure: Managing project execution; Monitoring progress and
managing change; Managing Project Control & Closure; Cost control; Change control;
Administrative closure; Personnel closure; Contractual closure; Project auditing.

Decision Support Systems Q) AT A asa ?h"
3 Hours

1S201

Basic concepts of DSS and their architectures and different components. Characteristics,
structures, and uses of DSS in different fields. DSS models. Institutional and ad hoc DSS.
DSS operating and evolving. Application of decision support systems in different
disciplines. Hardware and software selections of DSS.

IS Strategy, Management and Acquisition

3 Hours

1S201

The Strategic Role of Information Systems; Information Systems and Organizations;
Information Management, and Decision Making; Ethical and Social Impact of Information
Systems; Information Systems Software; Managing Data Resources: Telecommunications,
Enterprise-Wide Computing and Networking; Redesigning the Organization with
Information Systems; Ensuring Quality with Information Systems; Systems Success and
Failure: Implementation, Information and Knowledge Work Systems; Enhancing
Management Decision Making; Controlling Information Systems; Managing International
Information Systems.

Distributed and Object Databases

3 Hours

1S201

Levels of distribution transparency. Distributed database design, mapping users’
transactions to distributed level. Optimization of accesses strategies. The management of
distributed transactions. Distributed concurrence control, recovery in distributed database.
Distributed database administration. Commercial systems. The SDD 1 system. Object-
databases.

Lasiial) cile g yéal) 3504
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Contents
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Contents
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Credits
Prerequisites
Contents
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Credits
Prerequisites
Contents
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Web Information Systems
3 Hours

Expertise and skills in web technologies. Professional web publishing and web-application
development. Server side and client-side scripting languages. Using the web technology to
manage and maintain information systems. Concepts of the distributed database and
developing its web interface. Web master administration.

Database Administration

3 Hours

1S201

Different DBA job roles (VP of DBA, developer DBA, production DBA). The changing job
role of the DBA. Environment management (network, CPU, disk and RAM). Instance
management (managing SGA regions). DBMS table and index management. Instance
Architecture. The three security methods (VPD, Grant security/role-based security, grant
execute). Creating New Database Users. Auditing User activity. Identifying System and
Object Privileges. Granting and Revoking Privileges. Creating and Modifying Roles.
Displaying user security Information from the Data Dictionary. Object management.
Database maintenance.

Multimedia Databases

3 Hours

1S212

Types of multimedia information; multimedia database applications; characteristics of
multimedia objects; components of a multimedia database management system; Multimedia
storage and retrieval; Multimedia object storage; file retrieval structures; disk scheduling
and server admission; Multimedia information modeling; Metadata for multimedia;
multimedia data access; Object-oriented models temporal models, spatial models and
multimedia authoring; Querying multimedia databases; Query processing and query
languages; multimedia database architecture.

Information Storage and Retrieval

3 Hours

15101

Documents, electronic publishing, markup, and markup languages. Tries, inverted files, PAT
trees, signature files, indexing. Morphological analysis, stemming, phrases, stop lists. Term
frequency distributions, uncertainty, fuzziness, weighting. Vector space, probabilistic,
logical, and advanced models. Information needs, relevance, evaluation, effectiveness.
Thesauri, ontologies. Bibliographic information. Multimedia search, information seeking
behavior, user modeling, feedback. Information summarization and visualization. Faceted
search. Digital libraries. Digitization, storage, interchange, digital objects, composites, and
packages. Metadata and cataloging. Naming, repositories, archives. Archiving and
preservation, integrity. Spaces and architectures, interoperability. Services. Intellectual
property rights management, privacy, and protection (watermarking).

Advanced Database Design daatial) Clibnll so)gh avaual
3 Hours

1S212

Advanced database systems: DBMS functions; database architecture and data independence.
Data modeling: Data modeling; Database query languages: Object Query Language.
Relational database design: Database design.

LSual) Clagbaal) ki

alilul) ac|gd 5

Baseial) Jasloysl) il ac|gh

Claglral) & la iy (jas

Social Information Systems
3 Hours

IS2010R 1T271

Identifying the major social and technical elements of an online community, drawing on
relevant social science theories. Analysis of online communities’ technology and social

e laiay) cilaglaal) ki
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support needed to make these social interactions successful. Understanding specific social
network design choices and their implications on the community. Guiding an on-line
community through the startup phase and the selection and configuration of new social and
technical features and activities. Current research in analysis and security of social networks.

15452 Social networks: Technology and Society doc LaiaY)y Al dae Laiay) clSudd)

Credits 3 Hours

Prerequisites

Contents The proliferation of social media, social networking websites, blogging, and other forms of
online interaction and content generation, has introduced a powerful tool for people to
communicate and share information. This course will introduce methods for analyzing and
understanding how people use these technologies and their societal implications. The course
will introduce students to the science and social science of network analysis. Through real
world examples, including analysis of their own social networks, students will develop skills
for describing and understanding the patterns and usage of services like Facebook, Twitter,
YouTube. Students will read classic and cutting edge articles and books about these topics
and discuss their applicability to this new social media. The class will culminate with a
capstone project in which students will apply the analysis methods they have learned to
understanding a particular question about social networks and social media.

15443 Information Assurance and Security ilaa g clagleall Glaca

Credits 3 Hours

Prerequisites

Contents The Threats to information systems. Technology-based safeguards. Human-based
safeguards. Information systems security planning and management. Identification and
authentication, authorization rules. Different encryption and decryption techniques, different
types of ciphers, characteristics of good ciphers, crypt analysis, public—key system, single—
key system and data encryption standards. Computer virus protection, privacy and data
protection, designing of secure system, models of security, database security, reliability and
integrity, sensitive data.

1S439 E-commerce technology 4ig S Byladl) Liagleiss

Credits 3 Hours

Prerequisites

Contents The course addresses what electronic commerce is, how it is being conducted and managed,
and its major opportunities, limitations, issues, and risks, taking a managerial orientation
and interdisciplinary approach. It contains sections on applications, supporting electronic
commerce, technological infrastructure, and advanced topics like global electronic
commerce and future directions. It emphasizes E-Commerce Application and
Implementation through Business Models and Technology Essentials.

1S311 Geographical Information Systems 48 aal) claghal) alis

Credits 3 Hours

Prerequisites 15201

Contents This The objective of this course is to learn how to treat the geographical data, the connection
between the geographical and the attributed data the difference types of data acquisitions techniques
as photogrammetry, GPS, remote sensing etc. At the end of this course students should be able to see
also the quality control of the geometric data and the different methods of its presentation.

15423 Big Data Analysis Bl il Jalas

Credits 3 Hours

Prerequisites Databases Management Systems

Contents Map Reduce — Clustering algorithms for high-dimensional data —

predictive analytics — Dimensionality reduction — Application of
machine learning algorithms for analyzing structure of large graphs like
social network graphs — Technologies for extracting important
properties of large datasets.
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Contents

15419

Credits
Prerequisites

Contents

15424

Credits
Prerequisites
Contents

1S324

Credits
Prerequisites
Contents
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Management Information Aoy claglaal) alis
Systems

3 Hours
Systems Analysis and Design

How IT is used in organizations for the improvement of quality and
productivity. The concrete and profound managerial framework in IT
management. Cases drawn from major corporations and small
businesses to illustrate how Information Technology innovations that
can solve organizational problems and challenges. A variety of cases
which highlight problems many corporations encounter, as well as
international cases, written by prominent international figures in the
field, to illustrate how IT can be adapted to conform to other cultures.
State-of-the-art advances in Management Information

Systems.

Cloud Database Luland) alild) o
3 Hours
Databases Management Systems

Cloud storage: Blobs — NoSQL (Tables) and Relational (SQL Database)
— CDNs — Cloud Databases — CAP Theorem — NoSQL Database System
— Database-as-a-Service — Virtualized Database Servers — Data
Partitioning — Concurrency Management — Replication Management —
Scalable Data Management in the Cloud — Dynamic provisioning —
Map-Reduce queries — Hadoop Distributed File system (HDFS) — Data
Locality for Hadoop in the Cloud.

Business Intelligence (BI) Jsy) ¢S

3 Hours

Foundations of Information Systems

This course provides an introduction to the concepts of business
intelligence (BI) as components and functionality of information
systems. It explores how business problems can be solved effectively by
using operational data to create data warehouses, and then applying data
mining tools and analytics to gain new insights into organizational
operations. Detailed discussion of the analysis, design and
implementation of systems for Bl, including: the differences between
types of reporting and analytics, enterprise data warehousing, data
management systems, decision support systems, knowledge
management systems, big data and data/text mining. Case studies are
used to explore the use of application software, web tools, success and
limitations of Bl as well as technical and social issues.

Data Analysis bl Julas

3 Hours

Data Science Fundamentals-Data acquisitions-Extract data from
common format, including XML, RDBMS, CSV, JSON, ARFF-Data
exploration: Types of data representation-Extract basic information
from raw data-choose the appropriate charts for each visualization- Data
transformation and preparation: aggregate various sources in one
consistent datasets, Data Encoding, Deal with missing values, data
transformation- Web Scraping- Dataset- Dataset operation overview-
Introduction to Visualization; Data visualization: Exploratory,
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1S442

Credits
Prerequisites
Contents

1S422

Credits
Prerequisites

Contents

1S446

Credits
Prerequisites
Contents

1S423
Credits
Pre-request

Contents
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Explanatory- Visualization Techniques: Histograms, ScatterPlot,
BoxPlot, Dendrogram, Orange Interactive Data Visualization. Data
Visualization / Dashboarding Fundamentals; Practical data
Visualization  using  PowerBl/Tableau; Data  Visualization/
Dashboarding for Enterprise Reporting; Business Fundamentals; Text
Analytics; Supply Chain Analytics; data collection..
Intelligent Information Systems

4Kl cilaglaal) alis
3 Hours

Avrtificial Intelligence

This course introduces the students to fundamental intelligent systems
applications in information systems. Topics include knowledge-based
systems, expert systems, knowledge elicitation, knowledge
representation and knowledge management issues. The nature of
intelligent agents and techniques such as fuzzy logic, neural networks
and automated reasoning with applications to databases and web-based
information retrieval and indexing will be introduced. Emphasis will be
given to the role that such technologies play in supporting business and
advanced information systems applications.

Data Warehousing alibud) cledgiua

3 Hours

Databases Management Systems

Introduction to Data Warehousing, Evolution of DSS, DW General
Topics, Data Warehouse Structure: Granularity, Data Warehouse
Design, Building Dimensional DW, OLAP tools, Aggregates, ELT-
Extraction/Transformation/ Load processes and tools, Issues of DW
Architecture, Enterprise DW vs. Data Marts, DW and Data Mining

Internet Information Systems Lol Al cilaglua ol
3 Hours

This course is the advanced course of the last one, after this course we
can learn ASP, ASP. Net, how to connect a different type of database
(Oracle, SQL server and access) with my home page, java applet and
application and in the end we can see the Internet security and the
interface design.

Data science

3 hours

Programming-Machine Learning

Introduction to Data Science. Understanding Exploratory
Data Analysis. Machine Learning. Model selection and
evaluation

Data Warehousing. Big Data. Data Mining. Data
Visualization

Cloud Computing. Business Intelligence. Storytelling with
Data. Communication and Presentation
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1T414
Credits
Prerequisites

Contents

1T432
Credits
Prerequisites
Contents

1T433
Credits
Prerequisites
Contents

1T385
Credits
Prerequisites
Contents

1T441
Credits
Prerequisites
Contents

1T447

Credits
Prerequisites
Contents
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QLAM\ Q@j\,ﬁu“ﬁﬂbﬁ.ﬁ

Ethical Hacking for System Administrators
3 Hours

AR (Gtal GLEAY) LN

This course will explore the various means that an intruder has available to gain access to
computer resources. Traditional security analysis often falls short due to the rapidly evolving
threats that exist. The course teach how system and network vulnerabilities are found and
exploited and what steps can be taken to mitigate the risk.

Network Programming Qi) daap
3 Hours

Programming aspects of computer networks. Computer networks and communication
protocols, socket programming, inter-process communication, and development of network
software.

Network Forensics
3 Hours

KALSRA( D DI SRAPATN

Fundamentals of computer and network forensics, forensic duplication and analysis,
network surveillance, intrusion detection and response, incident response, anonymity and
pseudonymity, cyber law, computer security policies and guidelines, court report writing
and presentation, and case studies.

Multimedia Processing
3 Hours

Badaiall Jaslusl) dalles

Introduction to Multimedia systems ; Digital Audio; Digital Video; Lossy and lossless data
compression ; Predictive Coding techniques ; Transform coding techniques; Scalar and
vector quantization ; Entropy Encoding ; Huffman coding ; Arithmetic Coding ; Adaptive
techniques ; Dictionary based coding (LZ77 — LZ78 — LZW); JPEG compression; Motion
estimation and compensation in video ; MPEG compression ; Wavelet coding ;

Enterprise Architecture Gl Al A jlanal) Ao gl gisl)

3 Hours

Design, selection, implementation and management of enterprise IT solutions. Applications
and infrastructure and their fit with the business. Frameworks and strategies for
infrastructure management, system administration, data/information architecture, content
management, distributed computing, middleware, legacy system integration, system
consolidation, software selection, total cost of ownership calculation, IT investment
analysis, and emerging technologies. Managing risk and security within audit and
compliance standards.

Advanced Programming for Information Technology

3 Hours

, CS212

Problem solving techniques and program design knowledge are expanded with an eye
toward IT-related applications. Various kinds of data structures are introduced, including
classic containers such as lists, stacks, queues, and trees. Sorting and searching techniques
are examined. The fundamentals of client/server programming and the use of sockets are
covered. Recursion and its various applications are studied. The built-in class library
features of an object-oriented programming language are exploited throughout.

clagiaall Ling! oi€il dasiiall daa
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1T451
Credits
Prerequisites
Contents

1T483

Credits
Prerequisites
Contents

1T455

Credits
Prerequisites

Contents

1T316

Credits
Prerequisites
Contents

1T457

Credits
Prerequisites
Contents

1T484

Credits
Prerequisites
Contents

1T415

Credits
Prerequisites
Contents
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Network Analysis and Design
3 Hours

Gl il g Jalad

Introduction to the design and performance analysis of local computer networks. Emphasis
is on performance analysis of representative multi-access procedures.

Speech Processing

3 Hours

BS203

Introduction to multimedia Database; Network considerations for multimedia transmission.
Introduction to speech production ; general properties of speech signal ; Time domain
processing of speech ; Frequency domain processing of speech ; Linear prediction analysis
; Cepstral analysis ; Feature extraction for speech processing ; Introduction to statistical
speech recognition ; Introduction to speech coding

Systems Integration
dalany)
3 Hours

pasaial) Jaslugl) dallas

Jals

The course will introduce the major design, implementation & distributed deployment
issues regarding system integration, Network Operating Systems (NOS), cross platform
database integration, e-commerce and e-business applications implementation, cross-
servers & multiple locations e-sessions migration and the related communications
security.

Virtual Reality
3 Hours

Virtual environment; 3D geometric modeling and transformation; Free form
deformation; Particale systems ; Physical simulation ; Human factors ; VR hardware;
VR software ; VR applications.

Robotics

3 Hours
IT381

Robot Arms (Axes, ranges, Off-set and In-line Wrist, Roll, Pitch and Yaw); End
Effectors; Sensors (Micro-switches, Resistance Transducers, Peizo-electric, Infrared, Laser
and Vidicon Tubes); Application of Sensors (Reed Switches, Ultra Sonic, Bar Code
Readers); Hydraulic system units (Pumps, valves, solenoids, cylinders); Electrical system

LY 2l

Y lasy)

units (stepper motors, encoders and AC motors); Programming of Robots ; Safety
Considerations.

Computer Animation culall A<l
3 Hours

IT381

Basics of key-frame animation, camera animation, forward and inverse kinematics, particle
systems, rigid body simulation, flocking, autonomous behavior, modeling natural
phenomena such as water and gases, animation of articulated structures, facial animation,
clothes, scripting system, morphing, motion capture, and deformation.

Computer Vision
3 Hours

An introduction to the concepts and applications. Topics include: cameras and projection
models, low-level image processing methods such as filtering and edge detection; mid-level
vision topics such as segmentation and clustering; shape reconstruction from stereo, as well

alally 435
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1T331
Credits
Prerequisites
Contents

1T482

Credits
Prerequisites
Contents

1T431

Credits
Prerequisites
Contents

IT331

Credits
Prerequisites
Contents

1T314

Credits
Prerequisites

Contents
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as high-level vision tasks such as object recognition, scene recognition, face detection and
human motion categorization. Applications; reconstruction and tracking.

£

Network Security [EALEWA |
3 Hours

Fundamentals of cryptography. Applications of cryptography to networks. Secret-key
algorithms; Public-key algorithms; Authentication protocols; Digital Signatures; VPN
applications. Network security protocols, Network attack scenarios (DOS, Intrusion,
Repudiation, Malicious SW...etc). Firewalls. Intrusion detection. Wired, wireless and mobile
network security.

Pattern recognition Ll Ao cip)
3 Hours

BS203

Introduction ; Probability theory : Bayes’ rule; Parameter estimation ; Statistical decision
making: discriminate functions ; measures of classification performance and measures of
classification risk ; Non-parametric decision making : Adaptive discriminate functions ;
Minimum squared error discriminate functions ; Clustering techniques : Hierarchical
clustering , Partitioning clustering ; Artificial neural networks : Hopfield nets- Other PR
systems : Syntactic pattern recognition ; Hidden Markov Model based ; Application
examples.

Wireless and mobile networks AS atially Sl culadd)
3 Hours
BS203

Antennas: Types; Radiation pattern ; Antenna gain — Propagation modes; Line of sight
transmission: Impairement; Fading in wireless enviroment and error compensation methods;
Satellite: orbits types; geostationary satellite; LEO satellite ; MEO satellite; satellite foot
print; Capacity allocation: FDMA ; TDMA ; CDMA and their combinations; Cellular
networks: Architecture; Organization; Frequency reuse; Operation; Functions; Handoff ;
Power control; traffic engineering; First generation mobile networks: AMPS (FDMA) —
Second generation mobile networks: GSM (TDMA), 1S-95 (CDMA); Third generation
mobile networks (CDMA); Wireless LANSs: Requirement; Application — Infrared LANSs ;
Spead Spectrum LANSs; Narrowband Microwave LANs; Wireless LAN standard (IEEE
802.11): Architecture ; Services ; MAC protocols .

Network Security LALWA{ W
3 Hours

IT101

Security Goals, Fundamentals (confidentiality, integrity, availability, etc.). Introduction to
risk assessment and management. Security standards in government and industry. Computer
system protection principles (UNIX and Windows). Access controls, including MAC, DAC,
and role-based. Cryptography fundamentals. Authentication, passwords, introduction to
protocols, Kerberos. Security operations. Attacks: software attacks, malicious code, buffer
overflows, social engineering, injection attacks, and related defense tools. Network attacks:
Denial of service, flooding, sniffing and traffic redirection, defense tools and strategies.
Attacking web sites: cross-site scripting. IPSec, Virtual Private networks and Network
Address Translation. Ethics, SP issues that are related. Introduction to Forensics.

Image Processing 11 I sal) dallaa

3 Hours

Image Processing

Digitizing images; Color image processing; Image compression; Wavelet and multi-resolution
processing; Representation and description; Chain codes; Signatures; boundary descriptors;
regional descriptors; Image classification; statistical based classification; Verification of image
classification — 3D Imaging — Application Field.
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IT471
Credits
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Contents

IT485
Credits
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Contents

IT316
Credits

Pre-request
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Computer security

3 hours
Data Structures

This course covers fundamental issues and first principles of security and
information assurance. The course will look at the security policies, models and
mechanisms related to confidentiality, integrity, authentication, identification, and
availability issues related to information and information systems. Other topics
covered include basics of cryptography (e.g., digital signatures) and network
security (e.g., intrusion detection and prevention), risk management, security
assurance and secure design principles, as well as e-commerce security. Issues such
as organizational security policy, legal and ethical issues in security, standards and
methodologies for security evaluation and certification will also be covered.

Web and Mobile development

3 hours

This course introduces students to web-based and mobile development technologies
and practices, including tiered application development, Service-Oriented
Architectures and associated exchange protocols, and web-database programming.
This course explores development and integration of web services from well-known
providers as well as services created by the student, using a mobile platform as a
vehicle for interactions with the services.

Games development

3 hours

Introduction to the game development life-cycle, the game loop, a brief history of
how games have been developed. Basic components of a game Sprites, animations,
coordinate systems and handling input for 2D games.

Introduction to 3D game systems and coordinates. Handling lights, particle systems,
fire, smoke, water and more. Game optimization and making sure it runs on the
target platform. Creating animations and using the humanoids in 3D/ 2D games

Virtual reality

3 hours
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This course will introduce the use the Unity3D gaming engine. Use 3D
modeling tools. Conceptualize and build a 3D story. Create interactive game
elements that pull a user through a story. Use portable 3D scanners and
incorporating the output into a story. Produce 360 video. Incorporate 360-degree
video into a story. Export for the Web, Oculus Rift, Samsung GearVR and
Google Cardboard. Export for 2D body responsive video walls.
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il @le g pdiall @y j2a

CS372 Software Development and Professional Practice duigal) dujlaally cibina ) skl
Credits 3 Hours

Prerequisites CS211

Contents Event-driven  programming—Foundations of  human-computer interaction—Using

APIs—Building a graphical user interface—Graphic systems— Professional issues of software
processes including software requirements and specifications; Software design; Software
validation; Software evolution—Software project management—Methods and tools of
analysis—Professional and ethical responsibilities—Risks and liabilities of computer-based

systems.
1S231 Project Management cile g pdall §513)
Credits 2 Hours
Prerequisites 15101
Contents Managing the system life cycle: requirements determination, design, implementation; system

and database integration issues; network management; project tracking, metrics, and system
performance evaluation; managing expectations of managers, clients, team members, and
others; determining skill requirements and staffing; cost-effectiveness analysis; reporting
and presentation techniques; management of behavioral and technical aspects of the project;
change management. Software tools for project tracking and monitoring. Team collaboration
techniques and tools.

CS491 Selected topics in CS (1) Vclall agle 2 Blida clegige

Topics which are not included in the curriculum and seems to be needed should be suggested as an elective
course by CS department.

CS492 Selected topics in CS (Y) ulal) agle (b 5Lk cile guaga
Topics which are not included in the curriculum and seems to be needed should be suggested as an elective
course by CS department.

IT401 Selected topics in IT (1) Voclagleall Laglgisi & 5lida cile guaga
Topics which are not included in the curriculum and seems to be needed should be suggested as an elective
course by IT department.

IT402 Selected topics in IT (2) Y Clasteal) LaglsiSi 8 §lida cilegdaga
Topics which are not included in the curriculum and seems to be needed should be suggested as an elective
course by IT department.

1S454 Selected topics in IS (1) Vo clagleal) alii A B)lida Cilegaga
Topics which are not included in the curriculum and seems to be needed should be suggested as an elective
course by IS department.

15455 Selected topics in IS (2) cilaglaall alii A B)lida Cile guaga

Topics which are not included in the curriculum and seems to be needed should be suggested as an elective
course by IS department.
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Contents

1T461
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Graduation Project |

3 Hours

1S231

Computer Science Graduation Project | course will provide coverage of some of the
material from the body of knowledge, such as: Foundations of human-computer interaction
— Graphical user-interface design — Graphical user-interface programming — Software
design — Using APIs — Software tools and environments — Software processes — Software
requirements and specifications — Software validation — Software evolution — Software
project management — Team management — Communications skills.

The focus of the course must remain on the project, which gives students the chance to
reinforce through practice the concepts they have learned earlier in a more theoretical way.

Graduation Project 11 Y A g9

3 Hours

CS491

Computer Science Graduation Project Il course gives the student more practical and
professional skills in developing a project.

Graduation Project |

3 Hours

1S231

Information Systems Graduation Project | course will provide coverage of some of the
material from the body of knowledge, such as: Foundations of human-computer interaction
— Graphical user-interface design — Graphical user-interface programming — Software design
— Using APIs — Software tools and environments — Software processes — Software
requirements and specifications — Software validation — Software evolution — Software
project management — Team management — Communications skills.

The focus of the course must remain on the project, which gives students the chance to
reinforce through practice the concepts they have learned earlier in a more theoretical way.

Graduation Project 11 Y A gy ke
3 Hours
15471

Information Systems Graduation Project Il course gives the student more practical and
professional skills in developing a project.

Graduation Project |

3 Hours

1S231

Information Technology Graduation Project | course will provide coverage of some of the
material from the body of knowledge, such as: Foundations of human-computer interaction
— Graphical user-interface design — Graphical user-interface programming — Software design
— Using APIs — Software tools and environments — Software processes — Software
requirements and specifications — Software validation — Software evolution — Software
project management — Team management — Communications skills.

The focus of the course must remain on the project, which gives students the chance to
reinforce through practice the concepts they have learned earlier in a more theoretical way.

Graduation Project 11 Y AL gy

3 Hours

IT461

Information Technology Graduation Project 1l course gives the student more practical and
professional skills in developing a project.

VAT g9 e

VA gy e

VA gy e
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